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1 Introduction 
1.1 About this document  
This document describes the steps required to migrate an existing PROFINET IO Controller 
application from stack/firmware Version V2 to V3. 
 

1.2 List of revisions  
Rev Date Name Chapter Revision 
1 2016-12-09 BM all Created 

Table 1: List of revisions  

 

1.3 References to documents 
This document refers to the following documents: 
[1] Hilscher Gesellschaft für Systemautomation mbH: Protocol API, PROFINET IO Controller, 

V3, Revision 5, English, 2016. 
Table 2: References to documents 
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1.4 Legal notes  
1.4.1 Copyright  
© Hilscher, 2016, Hilscher Gesellschaft für Systemautomation mbH  
All rights reserved. 
The images, photographs and texts in the accompanying material (user manual, accompanying 
texts, documentation, etc.) are protected by German and international copyright law as well as 
international trade and protection provisions. You are not authorized to duplicate these in whole or 
in part using technical or mechanical methods (printing, photocopying or other methods), to 
manipulate or transfer using electronic systems without prior written consent. You are not permitted 
to make changes to copyright notices, markings, trademarks or ownership declarations. The 
included diagrams do not take the patent situation into account. The company names and product 
descriptions included in this document may be trademarks or brands of the respective owners and 
may be trademarked or patented. Any form of further use requires the explicit consent of the 
respective rights owner. 
 

1.4.2 Important notes 
The user manual, accompanying texts and the documentation were created for the use of the 
products by qualified experts, however, errors cannot be ruled out. For this reason, no guarantee 
can be made and neither juristic responsibility for erroneous information nor any liability can be 
assumed. Descriptions, accompanying texts and documentation included in the user manual do 
not present a guarantee nor any information about proper use as stipulated in the contract or a 
warranted feature. It cannot be ruled out that the user manual, the accompanying texts and the 
documentation do not correspond exactly to the described features, standards or other data of the 
delivered product. No warranty or guarantee regarding the correctness or accuracy of the 
information is assumed.  
We reserve the right to change our products and their specification as well as related user 
manuals, accompanying texts and documentation at all times and without advance notice, without 
obligation to report the change. Changes will be included in future manuals and do not constitute 
any obligations. There is no entitlement to revisions of delivered documents. The manual delivered 
with the product applies.  
Hilscher Gesellschaft für Systemautomation mbH is not liable under any circumstances for direct, 
indirect, incidental or follow-on damage or loss of earnings resulting from the use of the information 
contained in this publication. 
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1.4.3 Exclusion of liability  
The software was produced and tested with utmost care by Hilscher Gesellschaft für 
Systemautomation mbH and is made available as is. No warranty can be assumed for the 
performance and flawlessness of the software for all usage conditions and cases and for the 
results produced when utilized by the user. Liability for any damages that may result from the use 
of the hardware or software or related documents, is limited to cases of intent or grossly negligent 
violation of significant contractual obligations. Indemnity claims for the violation of significant 
contractual obligations are limited to damages that are foreseeable and typical for this type of 
contract. 
It is strictly prohibited to use the software in the following areas: 
 for military purposes or in weapon systems;  
 for the design, construction, maintenance or operation of nuclear facilities; 
 in air traffic control systems, air traffic or air traffic communication systems;  
 in life support systems;  
 in systems in which failures in the software could lead to personal injury or injuries leading to 

death. 
We inform you that the software was not developed for use in dangerous environments requiring 
fail-proof control mechanisms. Use of the software in such an environment occurs at your own risk. 
No liability is assumed for damages or losses due to unauthorized use. 
 

1.4.4 Export  
The delivered product (including the technical data) is subject to export or import laws as well as 
the associated regulations of different counters, in particular those of Germany and the USA. The 
software may not be exported to countries where this is prohibited by the United States Export 
Administration Act and its additional provisions. You are obligated to comply with the regulations at 
your personal responsibility. We wish to inform you that you may require permission from state 
authorities to export, re-export or import the product. 
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2 General 
2.1 Features and limitations 
New features 

The PROFINET Controller V3 implements several new features which are not available in the 
PROFNET Controller V2: 
 IRT operating mode: The PROFINET Controller V3 support PROFINET IRT High 

Performance communicaiton mode and synchronized application process data. In order to 
use this feature the application must perform an IRT frame planning and configure the IRT 
related PROFINET parameters. 

 Optimized process data performance: The performance of the process data handling has 
been optimized. Depending on the sendclock and operation mode up to 128 devices can be 
addressed. In IRT operation mode cycle times down to 250 μs can be configured. 

 Automatic name assignment: The PROFINET Controller supports automatic name 
assignment to unamed (uncomissioned) PROFINET devices according network topology 

 Automatic alarm acknowledgement: The application can configure the PROFINET 
Controller to automatically handle PROFINET alarms. 

 MRP Client and Manager: The PROFINET Controller can be configured for operating as 
MRP client or manager for Media Redundancy. In that case another network station must be 
configured for MRP manager functionality. 

 PROFINET Specification 2.3: The PROFINET Controller V3 supports the requirements for 
PROFINET IO specification v2.3 (e.g. advanced startup, MultipleInterfaceMode, netload 
requirements). 

Existing features 

The following features from PROFINET Controller V2 are implemented for PROFINET Controller 
V3 as well: 
 Fast Startup: The PROFINET Controller supports fast establishment of application relations. 

Limitations to features of V2 

The following features from PROFINET Conroller V2 are not implmeneted for PROFINET 
Controller V3: 
 Swapping of IO data: The PROFINET Controller V3 does not support swapping byte order 

of cyclic IO data. This is a side effect of optimized process data performance. See section 
Process data for details. 

 Automatic IOPS handling: The PROFINET Controller V3 does not support automatic IOPS 
or automatic IOCS handling. It is now a mandatory task of application to handle IOPS and 
IOCS. Any certified IO Controller application using PROFINET Controller V2 will already be 
made in the way that it handles IOPS. See section Process data for details. 
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2.2 Process data 
The process data handling has been subject to a major rework in PROFINET Controller V3. This 
rework was done under the requirements of performance optimization, support of synchronized 
applications and netX XC limitations. The main changes are summarized as follows: 
 Process data image structure: The structure of the process data has been changed 

compared to PROFINET Controller V2. While for PROFINET Controller V2 the process data 
of a single submodule could be placed arbitrarily within the whole image and the data states 
could be optionally enabled this is not possible for PROFINET Controller V3. Here the 
process data of one IOCR can be placed arbitrarily (respecting a 4-byte alignment) within the 
image. Thus the process data of submodules belonging to one IOCR will be grouped 
together. 
Furthermore the data states are included in the IOCR process data as well. This on the one 
side provides the application with full control over provider and consumer data states and on 
the other side requires the application to properly set the data states. When computing the 
maximum process data length the alignment requirements and the data states must be taken 
into account. The data states are always placed right after the corresponding process data 
itself. Automatic handling by PROFINET Controller V3 firmware is not supported. 

 Process data timing: For PROFINET Controller V3 the process data timing is strongly 
coupled to the bus cycle. In contrast to PROFINET Controller V2, the DPM handshakes are 
not handled immediately but are coupled to the network timings. This is required to allow for 
a synchronized controller application. As a consequence it is not possible to update an DPM 
process data area more than once per bus cycle. 

Detailed information about the organization and handling of process data with PROFINET 
Controller V3 can be found in the PROFINET Controller V3 API manual. 
 

2.3 Alarm handling 
The PROFINET Controller V3 supports all kind of PROFINET alarms. When an alarm is received 
the application will be notified about the alarm using the Receive Alarm service or Receive 
Diagnosis service. After processing the alarm the application must use the Acknowledge Alarm 
service to confirm the alarm. The PROFINET Controller V3 supports automatic alarm 
acknowledgment. For each alarm type it can be configured if the PROFINET Controller shall 
acknowledge the alarm automatically or if the alarm is to be handled by the application. For 
automatically handled alarms no notification will be generated. 
 



Packet handling 8/13 

PROFINET IO Controller | Migration from V2 to V3  
DOC160804MG01EN | Revision 1 | English | 2016-12 | Released | Public  © Hilscher, 2016 

3 Packet handling 
3.1 Packet services 
The Profinet Controller V3 protocol implements a new packet api. This packet api is incompatible 
with the Profinet Controller V2 packet api. As a general rule, the new api does not support 
configuring multiple items in one packet. A seperate packet for each item has to be used. 

Unchanged services 

 Register Service: This service is implemented as generic rcX service. 
 Deregister Service: This service is implemented as generic rcX service. 
 Obtain Device Connection Information: This service is implemented as generic rcX 

service. 
 Common Status Service: This service is implemented as generic rcX service. 

Replaced configuration packet services 

The following list shows which PROFINET Controller V3 services replace a PROFINET Controller 
V2 service. The replacement services have a different structure than the PROFINET Controller V2 
services. 
 PNM (IO Controller) Dataset: This service is replaced by the Configure IO Controller service 
 Extended PNM (IO Controller) Dataset: This service is replaced by a combination of 

Configure IO Controller service and Configure IO Controller parameter service. 
 PNM_IOD (IO-Device) Datasets: This service is replaced by the Configure IO Device service. 
 Extended PNM_IOD (IO-Device) Datasets: This service is replaced by a combination of 

Configure IO Device service and Configure record service. 
 PNM_IOD_IOCR (Communication Relation) Datasets: This service is replaced by the 

Configure IOCR service. 
 PNM_IO_AP (Application Process) Datasets: This service is replaced by the Configure 

submodule service. 
 PNM_IOD_Module (Module) Datasets: This service is replaced by the Configure submodule 

service. 
 PNM_IOD_Submodule (Submodule) Datasets: This service is replaced by the Configure 

submodule service. 
 PNM_IOD_SubmDescr (Submodule Description) Datasets: This service is replaced by the 

Configure submodule service. 
 PNM_IOD_SubmDescr_Ext (Extended Submodule Description) Datasets: This service is 

replaced by the Configure submodule service. 
 PNM_IOD_IntfSubm (Interface Submodule) Datasets: This service is replaced by a 

combination of Configure submodule service and Configure record service. 
 PNM_IOD_PortSubm (Port Submodule) Datasets: This service is replaced by a combination 

of Configure submodule service and Configure record service. 
 PNM_IOD_RecData (Record Data) Datasets: This service is replaced by the Configure 

record service. 
 PNM Download Finish: This service is replaced by the Download finished service. 
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Replaced acyclic packet services 

The following list shows which PROFINET Controller V3 services replace a PROFINET Controller 
V2 service. The replacement services have a different structure than the PROFINET Controller V2 
services. 
 Device Diagnosis Service: This service is not implemented. In order to obtain device 

diagnoses, the Read submodule record service should be used to read the diagnosis record 
objects. 

 ModuleDiffBlock Service: This service is not implemented. In order to obtain the module diff 
block, the Read submodule record service should be used to read the module diff block 
record objects. 

 DCP Signal: This service is replaced by the DCP Set Signal Service. 
 DCP SET Name: This service is replaced by the DCP Set Name service. 
 DCP SET IP: This service is replaced by the DCP Set IP service. 
 DCP RESET FACTORYSETTINGS: This service is replaced by the DCP Reset Factory 

Settings service. 
 DCP GET: This service is replaced by the DCP Get service. 
 Alarm Acknowledge Service: This servie is replaced by the Acknowledge Alarm service. 
 Release IO-Device Service: This service is not implemented. An AR can be 

activated/deactivate at runtime using the Set AR Status service instead. 
 Alarm Service: This service is replaced by the Receive Alarm service. 
 Diagnosis Service: This service is replaced by the Receive Diagnosis service. 

Backwards compatible services 

The PROFINET Controller V3 implements some backwards compatible services. These services 
are implemented identical to PROFINET Controller V2. Nevertheless it is strongly recommended to 
use the new services provided by the PROFINET Controller V3. 
 Read Service: Use the PNM_AP_DEVICEHANDLE_T for packet field ulHandle. This service 

should be replaced in the application using the Read submodule record service. 
 Write Service: Use the PNM_AP_DEVICEHANDLE_T for packet field ulHandle. This service 

should be replaced in the application using the Write submodule record service. 
 Read Implicit Service: This service should be replaced in the application using the Read 

implicit record service. 
 DCP IDENT ALL: This service should be replaced using the generic rcX Bus Scan service. 
 DCP IDENT ENTRY Service: This service will be used if he DCP IDENT ALL services is 

used by the application. 
 DCP IDENT ALL Finished Service: This service will be used if he DCP IDENT ALL services 

is used by the application. 
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New configuration packet services 

The PROFINET Controller V3 packet api defines some new services. Details about these services 
can be found in the Protocol Api manual. The following services have been added: 
 Configure AR Parameters service: This service can be used to configure the AR Vendor 

Block Request used by the PROFINET Controller when connecting to a PROFINET Device. 
 Configure topology service: This service can be used to configure the network topology into 

the PROFINET Controller. This is required to allow for seamless device replacement. The 
PROFINET Controller will use this information to automatically assign station names to 
unnamed configured devices. 

New acyclic packet services 

The PROFINET Controller V3 packet api defines some new services. Details about these services 
can be found in the Protocol Api manual. The following services have been added: 
 Get Logbook Service: The PROFINET Controller V3 maintains internal logbooks for each 

configured profinet device and for the controller itself. The logbook contains time based 
information about events occured at the device or within the controller. 

 Get AR Vendor Block Response Service: This service can be used by the application to 
retireve the ar vendor information delivered by the profinet device in its connect response. 

 Set AR Status Service: This service can be used to activate/deactivate a particular 
application relation at runtime. 

 Load Remanent Service / Store Remanent Service: This service needs to be used in order to 
build a final product (e.g. PLC) based on PROFINET Controller V3 that can be certified. 
Using this service data to be stored persistent is indicated from firmware to application at 
runtime. On startup application needs to give this data to firmware. 

 Configure OEM Parameter service: The PROFINET Controller V3 allows to modify some 
values (e.g. software version number) with this service. 

Removed packet services 

The following list summarizes all PROFINET Controller V2 packet services not implemented byt 
the PROFINET Controller V3. 
 PNM_IOD_IO_Signals ( SubmDescr Signal Configuration) Dataset: The PROFINET 

Controller V3 does not support changing the byte order of the process data. The process 
data will be presented in big endian byte order always.  

 PNM Set VersionInfo Service: This service is not supported. It is replaces with Configure 
OEM Parameter service. 
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4 Incompatible changes 
 Configuration database: The configuration database has been adapted to meet the 

requirements of IRT configuration. The new configuration dabase uses a different format and 
is therefore incompatible to the previous format. The previous database was stored in a 
nwid.nxd and config.nxd file while the new format uses a single config.nxd file. The 
PROFINET Controller V3 can not be configured using a PROFINET Controller V2 
configuration database and vice versa. 

 Configuration messages: The PROFINET Controller V3 uses a different internal structure to 
organize the configuration. This structure is incompatible to the PROFINET Controller V2 
configuration messages. Therefore the PROFINET Controller V2 configuration messages are 
not supported. They shall be replaced as described in Packet handling 

 Little Endian Process Data: The PROFINET Controller V3 does not support little endian 
process data. This feature was rarely used and has been removed for better process data 
performance. 
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5.2 Contacts 
 

Headquarters 
 
Germany 
Hilscher Gesellschaft für  
Systemautomation mbH 
Rheinstrasse 15 
65795 Hattersheim 
Phone: +49 (0) 6190 9907-0 
Fax:     +49 (0) 6190 9907-50 
E-Mail: info@hilscher.com 
Support 
Phone: +49 (0) 6190 9907-99 
E-Mail: de.support@hilscher.com 
 

 
 
 
 
 
 
 
 
 
 
 
 

Subsidiaries 
 

 

China 
Hilscher Systemautomation (Shanghai) Co. Ltd. 
200010 Shanghai 
Phone: +86 (0) 21-6355-5161 
E-Mail: info@hilscher.cn 
Support 
Phone: +86 (0) 21-6355-5161 
E-Mail: cn.support@hilscher.com 
 
France 
Hilscher France S.a.r.l. 
69500 Bron 
Phone: +33 (0) 4 72 37 98 40 
E-Mail: info@hilscher.fr 
Support 
Phone: +33 (0) 4 72 37 98 40  
E-Mail: fr.support@hilscher.com 
 
India 
Hilscher India Pvt. Ltd. 
Pune, Delhi, Mumbai 
Phone:  +91 8888 750 777 
E-Mail: info@hilscher.in 
 
Italy 
Hilscher Italia S.r.l. 
20090 Vimodrone (MI) 
Phone: +39 02 25007068 
E-Mail: info@hilscher.it 
Support 
Phone: +39 02 25007068 
E-Mail: it.support@hilscher.com 

Japan 
Hilscher Japan KK 
Tokyo, 160-0022 
Phone: +81 (0) 3-5362-0521 
E-Mail: info@hilscher.jp 
Support 
Phone: +81 (0) 3-5362-0521 
E-Mail: jp.support@hilscher.com 
 
Korea 
Hilscher Korea Inc. 
Seongnam, Gyeonggi, 463-400 
Phone: +82 (0) 31-789-3715 
E-Mail: info@hilscher.kr 
 
Switzerland 
Hilscher Swiss GmbH  
4500 Solothurn 
Phone: +41 (0) 32 623 6633 
E-Mail: info@hilscher.ch 
Support 
Phone: +49 (0) 6190 9907-99 
E-Mail: ch.support@hilscher.com 
 
USA 
Hilscher North America, Inc.  
Lisle, IL 60532 
Phone: +1 630-505-5301 
E-Mail: info@hilscher.us 
Support 
Phone: +1 630-505-5301 
E-Mail: us.support@hilscher.com 
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